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Abstract
Cloud computing technology provides shared computing which can be accessed over
the Internet. When cloud data centers are flooded by end-users, how to efficiently
manage virtual machines to balance both economical cost and ensure QoS becomes a
mandatorywork to service providers.Virtualmachinemigration feature brings a plenty
of benefits to stakeholders such as cost, energy, performance, stability, availability.
However, stakeholders’ objectives are usually conflict with each other. Furthermore,
the optimal resource allocation problem in cloud infrastructure is usually NP-Hard
or NP-Complete class. In this paper, the virtual migration problem is formulated by
applying the game theory to ensure both load balance and resource utilization. The
virtual machine migration algorithm, named V2PQL, is proposed based on Markov
decision process and Q-learning algorithm. The results of the simulation demonstrate
the efficiency of our proposal which are divided into training phase and extraction
phase. The proposed V2PQL algorithm has been benchmarked to the Round-Robin,
inverse Ant System, Max–Min Ant System, and Ant System algorithms in order to
highlight its strength and feasibility in extraction phase.
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1 Introduction

Cloud computing has made computing resources more and more powerful, abundant,
and cheaper [36]. The capacity of cloud-based systems and infrastructure character-
istics are critical features [2]. Their resources can be adjusted with a user-on-demand
mechanism to adapt to dynamic environment and ensure the quality of service (QoS),
and the service level agreements (SLA). Users can access resources in a multi-tenant
way thanks to virtual technology. It allows users to create multiple virtual machines
(VMs) on a physical server (PM) to improve the applications abilities and software
deployments. Each VM is also allocated hardware resources like real machines with
RAM,CPU, network card, hard drive, operating system, and other applications. Cloud-
based applications are commonly designed by service-oriented architecture (SOA)
which delivers a cluster of separate services and communicates with each other flexi-
bly [25].

VM migration is one of major virtual technology advantages that makes VMs free
from the underlying hardware to flexibly manage resources and increases shared-
resource utilization. A VM can be migrated from one PM to another PM while the
VM is still running during migration [22]. By moving VMs from over-loaded PMs to
light-loaded ones, a cloud system may achieve load balancing. VMs that are operat-
ing on a light-load PM can be merged into another PM to save energy by lowering
the number of running PMs. Migrating VMs to other PMs may be used to build a
proactive fault tolerance strategy that prevents predicted problems from occurring in
PMs [3]. In addition, the performance of cloud-based applications can be improved
by migrating some VMs from their limited resource PMs to richer ones. However,
VMmigration aims at different purposes of stakeholders’ objectives including service
providers, customers, end-users that faces the following challenges of cloud resource
management.

– Stakeholders’ goals, including cloud service providers and consumers, are con-
troversial to each other. Resource management helps cloud service providers
maximize system utilization and get high profits while customers’ benefit from
resource management can be ensured by SLA. However, maximizing resource
utilization would make it harder to make both performance and QoS requirements
for consumers. Customers, on the other hand, desire to reduce their expenses,
which leads to a reduction in service time by demanding more resources. It can
be inferred that the desired relationship of cloud service providers and consumers
may be conflict.

– The physical resources in the cloud computing environment, as well as consumer
resource requirements, are not homogeneous. They can lead to resource fragmen-
tation and resource waste. This issue requires newmethods to coordinate resources
in stochastic, complex, and heterogeneous systems with limited prior knowledge.

– The resource problems in large-scale environment have been classified into the
NP-Hard or NP-Complete class [15]. Distributed and parallel computing methods,
such as task scheduling for many processors, bin packing, and graph partitioning
algorithms, can be used to derive VM migration algorithms [1,14,17]. Exhaustive
algorithms, deterministic algorithms, or meta-heuristic algorithms are typically
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used to address these issues due to particular features [13,21,29]. Exhaustive algo-
rithms perform worse in tests than deterministic algorithms do. Furthermore, in a
large-scale setting, deterministic algorithms are inefficient [28]. To achieve QoS,
cloud services must respond to customers as quickly as feasible. Furthermore, due
of the elasticity and resource sharing concept, not only cloud systems but also
cloud-hosted applications become more complex in running time.

The VM migration challenge explored in this study is motivated by stakeholder
goals and focused onmaximizing resource usagewhile guaranteeing customers’ SLAs
by balancing the load among PMs to minimize concurrency and congestion. The VM
migration problem for multi-tier applications is formalized in non-cooperative game
theory for ensuring stakeholders’ goals. In this study, web-based multi-tier systems
focused on three-tier web applications with a web server tier, a business logic tier, and
a database server tier. They based on SOA, as opposed to monolithic applications with
tightly linked parts, are ideally suited for cloud infrastructures. To dealwithVMmigra-
tion in run-time, a new approach of continuous learning in interaction which refers to
as Reinforcement Learning (RL) should be applied to the dynamic cloud environment.
With no prior knowledge about characteristics of cloud system, the cloud controller
agent takes migration actions and learns on-the-fly about their efficiency through the
observed feedback from the cloud infrastructure. Based on Markov Decision Process
(MDP) [4,19,30], the V2PQL algorithm is developed to trade-off the load balance and
resource utilization in cloud infrastructure. The optimal policy of VM migration is
searched in the training phase. The agents perform actions impacting the environment
in order to maximize the total reward as a result of actions. At discrete moment of
time, the agents observe the state of system and choose an action from the set of action
impacting the environment. After the training phase, the optimal policy with Q-Value
is used to migrate VMs to other PMs. Our main contributions of the study are as
following.

(i) TheVMmigration formulti-tier application ismodeled by using non-cooperative
game theory to describe the conflict among cloud service providers and cus-
tomers. In this game, the PMs are considered players of the game which take into
the self-fish feature in the case of scarce resources [10,33]. Each player tries to
maximize their own utility by changing their strategies which trade-offs the load
balance and resource utilization.

(ii) The VM migration algorithm, named V2PQL, is proposed by applying Q-
Learning algorithm to solve VM migration game. Without any prior knowledge,
the V2PQL algorithm tries to find an optimal VM migration policy based on
interacting the agents and the environment. The optimal policy is described as
Q-Table which includes states, actions, and q-values. The Q-Table is updated
overtime by reinforcement learning mechanism.

(iii) The heterogeneous data center which deploys one hundredmulti-tier applications
is stimulated. The optimal VM migration policy is investigated by the V2PQL
algorithm in the training phase. The utility of V2PQL policy is benchmarked with
the Round-Robin, inverse Ant System, Max–Min Ant System, and Ant System
algorithms Round-Robin policy in the extraction phase.
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The outline of the paper is as follows. The related work is discussed in Sect. 2. Sec-
tion 3 presents the The VM migration game approach . The VM migration algorithm
based on Q-Learning is described in Sect. 4. Section 5 presents the evaluation of the
proposed method and a discussion on the results. Finally, Sect. 6 presents conclusion
and feature work.

2 Related work

Many researches onVMmigration strategies in cloud environment have been proposed
in recent years. Each migration approach was created with specific goals such as
emphasizing application architecture, resource utility, or service quality. In this section,
stakeholders’ objectives andmachine learningmodel formigratingVMs are discussed.

Stakeholders’ objectives, which include service providers and customers’ objec-
tives, take into account selecting available resources PM to deploy VM with different
objectives [11]. Service providers concern about minimizing resource consumption
and maximizing service level agreement (SLA) compliance. Customers, on the other
hand, desire to reduce their cost, which leads to a reduction in service time by demand-
ing more resources. Monitoring data like as CPU load, memory, storage, network
status, and configuration settings are frequently used in optimal VM migration algo-
rithms. VM distribution should guarantee efficient usage of PM resources towards
service providers or customers or both. Minarolli et al. proposed a CPU allocation
model for infrastructure cloud concerning both service quality and operating costs
[20]. The model has two layers:(i) the local controller ensures dynamic allocation of
shared CPU for VMs to achieve local optimization and (ii) the global controller man-
ages VM migration to maximize resource utility. However, this study only focused
on CPU resources not memory, disks and network. In [35], Deshi et al. considered
server load balancing game and VM placement game in which system resources are
described as multi-dimensional vectors. The non-cooperative game model is applied
to formulate the problem. VMs are assigned to the smallest PM amount that workload
per PM is within a given power. In [27], PMs running with under-loaded lead to energy
waste while overloaded states results shorten PMs lifespan, and then reduces QoS. The
problem is solved by game theorymethod to developVMmigration solutions thatmeet
the stakeholders’ needs. By migrating VMs, the loads can be balanced among PMs
in data-center to ensure QoS. In [1], Bai et al. proposed a method to evaluate the
performance of applications on cloud computing for both cloud providers and cloud
service customers. A complex queue model composed of two concatenated queuing
systems queuing systems is proposed to evaluate the performance of heterogeneous
data centers. The flow density of nodes is evaluated by analyzing the QoSmetrics such
as average response time, average waiting time in a heterogeneous data center. These
metrics are used to manage nodes that are to be removed from a cloud or added to it. In
[5], the VM provision approach of cloud computing has been proposed to achieve load
balancing. The problem is formulated by non-cooperate game to trade-offs between
load balancing and profit maximization. The solution of VM provision is found by
Ant Colony Optimization algorithm. Massimo Ficco et al. proposed a meta-heuristic
approach for cloud resource allocations based on the model of biological-inspired
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coral ecology optimization [8]. Based on the game theory, the optimum resource allo-
cation strategies are searched to ensure both service providers’ aims and customers’
requirements. The evolutionary algorithm is proposed by imitating the structure of
coral reefs and spawning corals. It also exploits the dynamism of competition among
users and service providers to satisfy stakeholders’ benefits. Experiments show that
the combinedmethod based on biological emotions and game theory not only achieves
a satisfactory solution of adaptability and elasticity but can also lead to significant per-
formance improvement. In [3], Khiet et al. proposed a proactive fault tolerant based
on PM fault prediction and VM migration for infrastructure cloud. The PM fault pre-
diction model is designed by applying Takagi-Sugeno fuzzy system with metrics of
PMs. The VM migration process is triggered through iAS algorithm when PM faults
occur. The iAS algorithm, which determines the safe PMs for needed VM migration,
is improved more effectively than Ant System algorithm.

Furthermore, VM migration algorithms have been considered to be integrated
machine learning models to highly support in making decision [7,16,23,24,34]. Con-
sidering environmental and economic aspects, the energy-aware in cloud computing
becomes a hot topic. In PM consolidation, VMs are migrated for using as fewer PMs
as possible. Farahnakian et al. proposed a dynamic consolidation method based on
reinforcement learning to minimize the number of active hosts according to the cur-
rent resource requirements [7]. The host power mode can be determined by an agent
without prior knowledge of the environment and workload. The CPU and memory
resources can be dynamically provisioned for a VM according to the current resource
requirements. The CPU for a virtual machine can be dynamically provided based on
the current resource requirements. However, the proposed algorithm focuses on only
CPU performance but not other host resources. In [24], Rybina et al. proposed a model
which models which can estimate the energy consumption of the PMs during the VM
migration based on the resource utilization parameters of these PMs. By reachingmore
accurate prediction model, better migration decisions are made in data center power
management by applyingmultiple linear regression techniques. Therefore, VMmigra-
tion with less time will help in minimizing power cost during the migration process.
The quantitative energy cost of migration can help us select the best PM candidates
for VM migration. Yang et al. proposed the MASVR model to predict workload for
ensuring Web application QoS and remaining low cost for service providers [34]. The
LOF-MASVRworkloadpredictionmodel is developedby combiningMovingAverage
(MA) model and Support Vector Regression (SVR) model. A dynamic provisioning
approach was developed using LOF-MASVR model by incorporating a self-adaptive
coefficient that may reflect resource usages. Experiments indicate that, as compared to
traditional provisioning rules, the suggested method can be effectively adapted to the
changingworkloads withmore evident benefits over ensuring QoS. In [23], Rolik et al.
analyzed the possibility of cloud-based applications to resource management based on
reinforcement learning method. The proposed method deals with the power consump-
tion and the number of SLA violations by using Q-Learning approach. The changes
in the resource utilization is evaluated to make under-loaded PMs to the sleep mode
in order to reduce the power consumption. The Q-learning technique enables for the
determination of the best policy formanagingPMswithout the need for an environment
model or preliminary workload information. In [16], Hsieh et al. proposed the virtual
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Table 1 Classification of the related work

Field Aims Approach

[20] Resource management Multi-objective Threshold

[11] VM placement Multi-objective Ant colony system

[35] Resource allocation Load balancing Non-cooperative games

[27] Distributed computing Load balancing Evolutionary algorithms

[1] PM consolidation Energy-aware Queuing model

[5] VM provision Load balancing Ant Colony Optimization

[8] Resource allocation Elastic resources Coral-reefs optimization

[3] Fault tolerant Multi-objective Inverse Ant System

[7] VM consolidation Energy-efficient Reinforcement learning

[24] Live migration Energy consumption Linear regression

[34] Resources allocation SLA Adaptive coefficient

[23] Resource management SLA Reinforcement learning

[16] VM consolidation Energy-efficient Gray-Markov-based model

[4] VM migration Load balancing Q-learning and Fuzzy set

machine consolidation approach using the utilization prediction for energy-efficient
cloud data centers to reduce the power costs as well as preserve the QoS guarantee. A
Gray-Markov-based model is used to properly estimate future resource utilization by
UP-POD (the host overload detection) and UP-PUD (the host under-load detection).
As a result, the virtual machine consolidation approach effectively decreases energy
consumption of the PMs, the number of migrations, and SLA violations. In [4], the
VM migration approach for multi-tier applications has been proposed to ensure load
balancing. The problem is formulated by Markov decision process and fuzzy set. The
VM migration solutions are found by Q-Learning algorithm.

The conflicting stakeholder objectives between service providers and their cus-
tomers have been widely modeled by game theory [3,8,27]. Besides, machine
learning models are applied to support the decision making of VM migration pro-
cess [4,16,23,34]. However, the game models of VM migration are rarely solved by
the machine learning models. Therefore, this paper proposes a reinforcement learning
for the game of VMmigration problem to determine the safe PMs for the VMs on the
detected deteriorating PM with no prior knowledge about characteristics of the cloud
system. The classification of related work is described in Table 1 to easily compare
with ours.

3 Virtual machinemigration game

In this section, the VM migration problem is modeled by a non-cooperative game
model with PMs as players. Each player tries to maximize own utility which trades
off the load balance and the resource utilization. We proved that there exist Nash
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Table 2 Notations

Symbol Meaning

n A given number of VMs

m A given number of PMs

k Number of PM resource types demanded by a VM

Xn×m A VM migration matrix of migrating n VMs to m PMs

Mn×k
i A resource allocation matrix of the PM i

M A resource allocation vector of m PMs, i.e,
M = {M1,M2, . . . ,Mm }

σ j A load imbalance of the resource type j of m PMs

L A load balancing level of resource types of m PMs

u(i)
j An utilization of the resource type j of the PM i

H(i) An utilization unevenness of all resource types of the PM i

G A VM migration game is described as a three-tuple vector
G = (P,Mi , fi )

P A set of players in the game, i.e, P = {1, 2, . . . ,m}
f (i) An utility function of the player i

S A set of system states

A A set of VM migration actions

P A transition probabilities

R A reward structure

μ A membership functions of the load balance and the resource
utilization

st A system state s ∈ S at time t

a An action a ∈ A of migrating a VM to a PM

Q(st , a) A Q function of the system state st with the action a

Π(s, a) A probability of selecting the action a from the state s

η A given learning rate

γ A given discount factor determines the importance of future
rewards

equilibrium for the VMmigration approach. As shown in Table 2, the notations of the
VM migration game are presented in details.

3.1 VMmigrationmodeling

Suppose that a cloud infrastructure has large scaled heterogeneous PMs and provides
computational resources as on demand model. There are a lot of PMs deploying VMs
based on virtualization technology. The cloud provider offers a group of VM types to
remove complex selections for customers. Each VM type is specifically determined
by the number of CPUs, memory size and storage size. Resource allocations of the
cloud infrastructure have been adjusted to meet customers’ needs. A VM migration

123



C. H. Tran et al.

Fig. 1 The directed acyclic
graph (DAG) of VM migration
problem

process is triggeredwhen the deteriorating PMs are detected. At themoment, the cloud
infrastructure has n VMs needing migration to m safe PMs. As shown in the Fig. 1, it
is possible to model the VMmigration problem in cloud environment with the directed
acyclic graph G(V , E) [5,26]. V is a set of vertices representing the work while E is
a set of edges showing a dependency relationship among vertices.

Definition 1 (Migration decision) A possible resource allocation of migrating n VMs
to m PMs is described as a binary matrix X:

X =

⎛
⎜⎜⎜⎝

x11 x12 · · · x1m
x21 x22 · · · x2m
...

...
. . .

...

xn1 xn2 · · · xnm

⎞
⎟⎟⎟⎠ (1)

where xpi = {0, 1}, migrating VM p = {1, 2, . . . , n} to PM i = {1, 2, . . . ,m} is
described xpi = 1, otherwise xpi = 0.

Definition 2 (Allocation decision) Allocating k resource types of the PM i is described
as a allocation matrix Mi :

Mi =

⎛
⎜⎜⎜⎜⎝

v
(i)
11 v12(i) · · · v

(i)
1k

v
(i)
21 v22(i) · · · v

(i)
2k

...
...

. . .
...

v
(i)
n1 v

(i)
n2 · · · v

(i)
nk

⎞
⎟⎟⎟⎟⎠

(2)

where v
(i)
pj ∈ Z+ shows the amount of resource types j = {1, 2, . . . , k} of PM i

providing to VM p.

A vectorM = {M1,M2, . . . ,Mm} is considered as a possible resource allocation
strategy for all of PMs. An optimal VM migration problem showing the trade-off
between the load balance and the resource utilization can be described by on the
non-cooperate game theory.
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3.1.1 Load balance

A multi-dimensional vector is adopted to point out a VM or a PM loads. The load
balancing of PMs in data-center is calculated through each dimensional load. Like
[12], an amount of load imbalance of the resource type j of all PMs is calculated by
using the coefficient of variance (CV) theory. Let σ j denotes that the amount of load
imbalance is calculated as following.

σ j =

√√√√√ 1

m

m∑
i=1

(e(i)
j

ē j
− 1

)2

(3)

where e(i)
j = ∑n

p=1 v
(i)
pj x pi describes the resource type j of PM i allocating all of

VMs, ē j = 1
m

∑m
i=1

∑n
p=1 v

(i)
pj x pi shows the average resource type j all of PMs.

Consequently, the load balancing level of all resource types in data-center is calculated
as following.

L = 1

k

k∑
j=1

σ j (4)

3.1.2 Resource utilization

To service providers, in order to achieve high profits, the utilization resources should
avoidwastage resources of PMs. The concept of skewness in [32] is applied to quantify
the unevenness of the different resource utilization of the PM i , which is calculated as
following:

H(i) =

√√√√√
k∑
j=1

(u(i)
j

ū(i)
− 1

)2

(5)

where ū(i) is the average resource utilization of the PM i .

3.2 VMmigration game approach

In this section,VMmigration problem is formalized by the non-cooperate game theory.
The safe PMs are considered as players which trade-off between the load balancing
in Eq.(4) and the resource utilization in Eq.(5). The utility function of the player i is
designed as following.

fi (M) = 1

H(i) + L (6)

The utility function has important influence on players’ decisions and game outcomes.
Each player tries to maximize their own utility by adjusting their strategies, which is
described as following:
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max
M

fi (7)

subject to
m∑

x=1

k∑
y=1

vxy ≤ c(i)
y (8)

XT 1 = 1 (9)

where the constraint (8) ensures that resources of the PM i do not exceed its capacity
and the constraint (9) ensures that a VM must be migrated to one and only one PM.

Definition 3 (VMmigration game) AVMmigration game is described as a three-tuple
vector G = (P,Mi , fi ).

(i) P is the finite set of players in the game, i.e, P = {1, 2, . . . ,m}.
(ii) Mi is the set of available strategies for the player i .
(iii) fi = M → R is the utility function for the player i .

The Nash equilibrium of the game is a state in which no player can increase his
utility by changing his strategy while other players have fixed their strategies. In other
words, the Nash equilibrium is considered as a set of strategies where players have no
motivation to change their actions. To any players i , every element β(i) ∈ M(i) is a
strategy for the player i , the β(−i) = [β( j)] j∈P, j �=i describes strategies of all players,
excepting the player i , and the β = (β(i),β(−i)) is referred as a strategy profile.

Definition 4 (Nash equilibrium) A profile β∗ is a Nash equilibrium of G if and only
if every player’s strategy is a best response to other players’ strategies, that is,

β(i)∗ ∈ br (i)(β(−i)∗) for every player i (10)

where β(−i) is all players’ strategies except i , the br (i) is the best response of player
i , and the br (i)(β(−i)∗) = β(i)∗ ∈ β| f (i)(β(i)∗,β(−i)) ≥ f (i)(β(i),β(−i)).

By defining a set of the br : β → β by br(β(i)) = ×i∈Pbr(β(−i)), the Eq. (10)
can be rewritten in a vector form as β∗ ∈ br(β∗). The existence of β∗ for which the
β∗ ∈ br(β∗) is proved by using Fixed point theorems.

Lemma 1 (Kakutani’s fixed point theorem) Let β be a compact convex subset of Rn

and br : β → β be a set-value function such that for all β ∈ β the set br(β) is
nonempty and convex, and graph of br is closed. Then, there exists β∗ ∈ β such that
β∗ ∈ br(β∗).

Theorem 1 The VM migration game G always has at least one strategy Nash equilib-
rium.

Proof Using Lemma 1 ∀i ∈ P , we have
i) β is compact, convex, and non-empty.
We have β(i) = {v(i)

nk ∈ Z+ | 0 ≤ v
(i)
nk ≤ c(i)

j } is closed, bounded, thus compact
convex. Their product set β is also compact.
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ii) br(β) is non-empty. in the definition of br (i)(β(−i)) = argmax
β(i)

f (i)(β(i),β(−i))

where β(i) is non-empty and compact, and f (i)(β(i),β(−i)) is linear in β(i). Hence,
f (i)(β(i),β(−i)) is a continuous function in β, and by Weirstrsaa’s theorem br(β) is
non-empty.

iii) br(β) is a convex-valued correspondence.

– Equivalently, br(β) ⊂ β is convex if only if br (i)(β(−i)) is convex for all i .
– Let β(i)′, β(i)′′ ∈ br (i)(β(−i)), then, for all λ ∈ [0, 1], we have:

f (i)(β(i)′,β(−i)) ≥ f (i)(ai ,β
(−i)) for all ai ∈ β(i),

f (i)(β(i)′′,β(−i)) ≥ f (i)(ai ,β
(−i)) for all ai ∈ β(i).

– The preceding relations imply that for all λ ∈ [0, 1], we have:
λ f (i)(β(i)′,β(−i)) + (1 − λ) f (i)(β(i)′′,β(−i)) ≥ f (i)(ai ,β

(−i)) for all ai ∈ β(i).
– By the linearity of fi , then we have:

f (i)(λβ(i)′ + (1 − λ)β(i)′′,β(−i)) ≥ f (i)(ai ,β
(−i)) for all ai ∈ β(i).

Therefore, λβ(i)′ + (1− λ)β(i)′′ ∈ br (i)(β(−i)), showing that br(β) is convex-valued.
iv) br(β) has a closed graph.

– Supposing that br(β) does not have a closed graph, then, there exists a sequence
(βn, β̂n) → (β, β̂) with β̂n ∈ br(βn) but β̂ /∈ br(β), i.e, there some i such that
β̂(i) /∈ br (i)(β(−i)). This implies that there exists some β(i)′ ∈ β(i) and some
ε > 0 such that f (i)(β(i)′,β(−i)) ≥ f (i)(β̂(i),β(−i)) + 3ε.

– By the continuity of f (i) and the fact that β(i)n → β(−i), we have for sufficiently
large n: f (i)(β(i)′,β(−i)n) ≥ f (i)(β(i)′,β(−i)) − ε.

– Combining the preceding two relations, we obtain: f (i)(β(i)′,β(−i)n) > f (i)(β̂(i),

β(−i)) + 2ε ≥ f (i)(β̂(i)n,β(−i)n) + ε, where the second relation follows from the
continuity of f (i).

This contradicts the assumption that β̂(i)n ∈ br (i)(β(−i)n), and completes the proof.
��

4 VMmigration algorithm based on Q-learning

The resource management in cloud environment has been considered as an automatic
controlling problem by using the reinforcement learning approach. Reinforcement
learning is one of the machine learning methods in which the agent takes actions
into impacting the environment to minimize the total amount of penalties from action
results. The Markov Decision Process (MDP) model includes a set of states S and
a set of actions A, transition probabilities P , and rewarding structures R which are
completely specified. However, transition probabilities are often unknown for real-
work setting. Furthermore, the state and action spaces are often too large for algorithms
to handle [6]. To solve this problem, the V2PQL algorithm is proposed to find a Nash
equilibrium of VM migration strategies by influencing the observed system states
and rewards. The V2PQL algorithm does not require the prior knowledge of model
parameters.

123



C. H. Tran et al.

Fig. 2 The membership function charts of load balance, and resource utilization

4.1 MDP framework for VMmigration

The V2PQL algorithm is developed by a discrete-time MDP model. Considering the
process of migrating a VM to a safe PM is a stochastic process with assuming VM
migration request arrivals independently. At each small separate time step, there is
either one arrives exactly or no VM migration request. Also, these migration events
occur with some given probability. Furthermore, the probability of VM migration
requests a given type following with a predefined distribution. Given a sufficiently
small discrete-time step, a good approximation to the Poisson process is provided by
this simple stochastic process.

To narrow down the system state space, fuzzy logic method is applied to the load
balance in Eq. (4) and the utilization resource in Eq. (5). The Fig. 2a depicts the
membership function of load balance including three states, i.e., Good, Normal, and
Bad, which is calculated as following:

μGood(x)

⎧⎪⎨
⎪⎩

1 if x < r

(x − r)/(s − r) if r ≤ x ≤ s

0 if x > s

(11)

μNormal(x)

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

0 if x < r or x > t

(s − x)/(s − r) if r ≤ x ≤ s

1 if x = s

(x − s)/(t − s) if s ≤ x ≤ t

(12)

μBad(x)

⎧⎪⎨
⎪⎩

1 if x > t

(t − x)/(t − s) if s ≤ x ≤ t

0 if x < s

(13)

The Fig. 2b shows the membership function of resource utilization including three
states, i.e., Low, Medium, and High, which is calculated as following:

μSLow(x) =

⎧⎪⎨
⎪⎩

1 if x < r

(x − a)/(b − a) if a ≤ x ≤ b

0 if x > b

(14)
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μMedium(x)

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

0 if x < a or x > d

(b − x)/(b − a) if a ≤ x < b

1 if b < x < c

(x − c)/(d − c) if c < x ≤ d

(15)

μHigh(x) =

⎧⎪⎨
⎪⎩

1 if x > d

(d − x)/(d − c) if c < x ≤ d

0 if x < c

(16)

Definition 5 (Transition probabilities) A state st ∈ S at time t is defined as a three-
tuple including the load balance state, the resource utilization state, and the type of
migrated VM, i.e., st = (L[t],H[t], ϑ[t]). An action a ∈ A of migrating the VM p
to the safe PM i corresponds to changing the xpi in Eq. (1) from 0 to 1 and adding the
type of migrated VM to vector ϑ[t]. The transition probability matrix P(s′|s, a) can
be analytically derived for a stochastic model.

Definition 6 (Reward structure) The optimization problem (7)–(9) describes the ben-
efit of a current VM migration solution showing the system state snapshot. A reward
R(s, a) of the VM migration solution is defined by using the utility function (7):

R(s, a) = 1

H(i) + L (17)

An optimal MDP policy is a mapping from a set of states S to a set of actions A
based on maximizing the average reward of discounted cumulative reward over time.
The reward function can serve as a basic element to change the policy. By using the
modified reward function architecture, algorithms like Value Iteration (VI) or Policy
Iteration (PI) calculate optimal policies. For example, in the Value Iteration algorithm,
Q(s0) is considered as the initialization value. The Q(s) is iteratively updated until
Q(st ) ≈ Q(st+1) according to the equation Bellman:

Q(st+1) = R(st , a) + αmax
k

∑
s′

P(s′|s, a)Q(st ) (18)

where α < 1 represents a discounted value and n is number of iterations. The optimal
policy is achieved by argmax

a
Q∗(s)where Q∗(s) are convergent values from equation

(18).

Definition 7 (Policy) Policy Π(s, a) is a probability of selecting the action a from the
state s, which is calculated as following formula:

QΠ = EΠ

{ ∞∑
k=0

γ krt+k+1

}
(19)
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Fig. 3 Steps to migrate VMs

where EΠ {.} is a expected function of the policy Π , Rt = rt+1 + γ rt+2 + · · · =∑∞
k=0 γ krt+k+1, and γ is a coefficient that denotes an importance of future reward

values.

4.2 VMmigration algorithm

To find out VM migration strategies, a model-free version of learning agent is devel-
oped by applying Q-Learning algorithm. An optimal VM migration solution can be
achieved by interacting between a learning agent and its environment without any
prior knowledge. The Q-learning model is presented by a finite set of system states
S that learning agent can meet perceptual learning, a set of actions A that the agent
can execute on cloud resources, a reward given to the agent, and a system state can be
changed by an action [9]. The agent’s cumulative reward is maximized by interacting
its action responding to its observations. An optimal policy can be found according
to interactively updating the Q function until convergence. At each step, an action’s
system is chosen based on the system state S, which is denoted Q(s, a).

As shown in the Fig. 3, finding VMmigration solutions is modeled as traveling the
graph of the agent. At the first time, a starting state of the agent corresponds without
migration events. After the agent performs the action choosing PM2, the agent state
changes to state 1 corresponding migration of VM1 to PM2. In each step of the agent,
he will select the PM i for hosting the VM p. In the model of stochastic state, the
probability transition matrix is described by P(s′|s, a). In a final state, all VMs are
migrated to PMs. In every step, the agent receives a reward denoting Q(s, a), which
is defined as following.

Q(st , a) ← (1 − η)Q(st , a) + η[Rt+1 + γmax
a

Q(P(st+1, a)) − Q(st , a)] (20)
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where:

– Q(st , a) is expected long-term rewards of executing the action a at the current
state st .

– η ∈ [0, 1] is a learning rate that indicates how fast the data of new states will be
taken into account in the next steps.

– γ ∈ [0, 1] is a discount factor which determines the importance of future rewards.
– P(st+1, a) is randomly obtained according to the probabilities defined by P .
– max

a
Q(P(st+1, a)) is an estimation of Q-value in the future.

– The immediate reward Rt+1 = R(st , at ) is observed at every time step given to
the agent by environment. It can be obtained through a real-world setting or a
simulation engine without requiring the knowledge of either P or R.

After a sufficiently large number of time steps, an approximate optimization policy
mapping from the given state s to the action a∗ is taken from the Q-table as following.

Π(st ) = a∗ = argmax
a

Q(s, a) (21)

The agent’s objective is to find the best mapping policy S → A that maximize
expected long-term rewards of executing actions. The agent can choose a control
action randomly or greedy for buildingVMmigration solutions. TheV2PQLalgorithm
starts without prior knowledge at innit time. After running enough explorations, the
migration policy can be determined by choosing actions that correspond to the highest
Q-value. The V2PQL VM migration algorithm is presented as follows.

Algorithm 1 V2PQL - VMs migrate to PMs Q-Learning Algorithm
Input: ε, η, γ

Output: Q∗

1: Initialize Q∗
2: Q[i, j] = 0, i ∈ S, j ∈ A
3: Choose the action a for the current state i
4: a = argmax

j
Q[i, j] with probability 1 − ε in Eq.(21)

5: a = random{ j | j ∈ A} with probability ε

6: The action a is taken and let the system go to the next state st+1
7: Calculate the reinforcement signal
8: Q(st , at ) ← (1 − η)Q(st , at ) + η[Rt+1 + γmaxaQ(P(st+1, a)) − Q(st , at )] in Eq.(20)
9: Repeat step 3 until Q∗ value converge.

The estimates Q converge with probability 1 (w.p.1) to Q∗ as long as
∑

t ηt =
∞,

∑
t ηt

2 < ∞. Watkins first proposed Q-learning algorithm [9] which is later
established convergence w.p.1 by Watkins and Dayan [31].
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Table 3 The PM configuration
for generating data

CPU Core RAM (GB) Disk (GB)

Max 128 256 8192

Min 32 64 512

Table 4 The VM types VM type CPU Core RAM (GB) Disk (GB)

Tiny 1 1 5

Small 1 3 15

Medium 2 6 30

Large 4 12 60

X Large 8 24 80

5 Evaluation

In this section, the efficiency and effectiveness of the proposedVMmigration approach
are demonstrated through a large scale infrastructure cloud computing simulated on
CloudSim. The cloud infrastructure with a lot of PMs provides infrastructure services
to multi-tier applications. The V2PQL algorithm prototype is deployed to evaluate
the VM migration approach. It is divided into training phase and extraction phase.
In training phase, VM migration policies are explored by the V2PQL algorithm. The
cumulative reward and the temporary evolution of Q-values which show the effi-
ciency of exploration/exploitation strategies are studied by changing the ε parameter
of V2PQL algorithm. In extraction phase, the VM migration policies obtained in the
training phase are continuously applied to the real timeVMmigration process . During
execution, the VM migration polices showing the strength of reinforcement learning
are continuously updated. The utility of players, the load balancing, the resource uti-
lization, and the running time which show the efficiency of V2PQL algorithm are
benchmarked with Round-Robin, inverse Ant System (iAS), Max–Min Ant System
(MMAS), Ant System (AS) algorithms which have been evaluated in [3].

5.1 Environment setup

We set up a data-center including 450 PMs, 200 multi-tier applications in which 119
PMs are detected faults and 1543 VMs need to be migrated to safe PMs. A VM
migration process is triggered when the deteriorating PMs are detected. To reduce the
complexity of simulations, three kinds of resources are considered in our simulations,
i.e., CPU,RAM,Storage of PM, andVMconfiguration. The heterogeneous data-center
which deploys multi-tier applications is simulated by using the parameters of Table 3.
Each multi-tier application is deployed in a cluster VMs in which the configuration of
VMs are randomly chosen by Table 4. The simulations are deployed on the computer
(8GB RAM, Core i5, 256GB SSD) to evaluate the V2PQL performance.

123



Virtual machine migration policy for multi-tier…

0 200 400 600 800 1000

40
60

80
10

0
12

0
14

0

Accumulated Reward

Episode

A
cc

um
ul

at
ed

 R
ew

ar
d

Epsilon=0.1
Epsilon=0.3
Epsilon=0.5
Epsilon=0.7
Epsilon=0.9

(a) The average reward as function.

0 200 400 600 800 1000

25
00

0
30

00
0

35
00

0
40

00
0

Discounted cumulative reward

Episode

D
is

co
un

te
d 

cu
m

ul
at

iv
e 

re
w

ar
d Epsilon=0.1

Epsilon=0.3
Epsilon=0.5
Epsilon=0.7
Epsilon=0.9

(b) The discounted reward as function.

Fig. 4 The rewards of V2PQL algorithm

5.2 Training phase

VM migration policies depending on the V2PQL parameters are investigated in this
phase. An optimal policy can be determined through the cumulative reward over
time following actions randomly or greedy. The learning strategies helping to find
appropriate parameters are considered in the Eq.(20) including ε, η, and γ . The explo-
ration/exploitation strategies (cf. step 2 in V2PQL algorithm) are invested by changing
ε ∈ [0.1, 0.9] while the learning rate is set to a constant value η = 0, 1 and the dis-
count factor of reward (cf. step 4 in V2PQL algorithm) is set to γ = 0, 8 like [18].
The efficiency of the V2PQL algorithm is evaluated in terms of the reward and the
temporal evolution of Q-value.

An episodic task refers to a complete sequence of interaction from start to finish. The
agent reaches a terminal state when the list of needed VMmigration is completely pro-
cessed. The V2PQL algorithm can exploit such knowledge by initializing the Q-value
(cf. step 1 in the V2PQL algorithm) with more meaningful data instead of initializing
them with zero as well as can be quicker learning convergence. In episodic = 1000,
the average rewards of the ε = {0.1, 0.3, 0.7, 0.9} are described in the Fig. 4a. The
ε = 0.1 shows that the agent can choose among actions taken previously, otherwise,
the ε = 0.9 shows that the agent focuses on discovering new actions. The discounted
cumulative rewards depict in the Fig. 4b.

The temporary evolution of Q-values refers to each state-action pairs in learning
strategies. The Q-values will be updated when the system state st takes the action
ai . For instance, in the Fig. 5, the q(23,24) describes the temporary evolution of Q-
value which the system state st = 23 and action ai = 24. The almost Q-values are
convergence in episodic = 1000.
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Fig. 5 The temporary evolution of Q-values

5.3 Extraction phase

The effectiveness of the V2PQL algorithm is considered in term of the running
time which have been benchmarked with the RoundRobin. It shows the fast response
ability of the V2PQL algorithm at run-time. As shown in the Fig. 6, the running time
of the V2PQL algorithm with ε = 0.3 is better than Round-Robin algorithm in whole
VM migration while the running time of V2PQL algorithms with ε = {0.7, 0.9} is
better than Round-Robin algorithm from 500th to 1543rd VMs. As the result, the VM
migration of the V2PQL algorithm has a promising running time.

Furthermore, the effectiveness of the V2PQL algorithm after migrating 1543 VMs
is benchmarked with RounRobin (RR), inverse Ant System (iAS), Max–Min Ant
System (MMAS), and Ant System (AS) algorithms. The action extraction depends on
the current system st and the Q-values. Choosing an optimal action from the policies
for the current system state st is considered in term of the load balancing in the
Eq.(4), the resource utilization in Eq.(5), and the utility function in Eq.(6). As shown
in the Fig. 7a, the load balancing of the V2PQL algorithm is better than all of the
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Fig. 6 The running time of V2PQL and Round-Robin algorithms

benchmarked algorithms while the resource utilization of the V2PQL algorithm is
higher than all of benchmark algorithms in the Fig. 7b. As shown in the Fig. 8a, the
self-learning ability of the V2PQL algorithm is presented by increasing the utility
values when the system has more and more VMmigrations in run-time. The utility of
the V2PQL algorithm with the ε = 0.3 is almost higher than all of the benchmarked
algorithms shown in the Fig. 8b.

6 Conclusions and future work

In this paper, the V2PQL algorithm is proposed to solve the VM migration for three-
tier applications of the infrastructure cloud. The conflict of stakeholders’ objectives
is addressed through an non-cooperate game approach proved the existence of Nash
equilibrium. The V2PQL algorithm is designed through two-step approach including
training and extraction phases. The VM migration policies are investigated in train-
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Fig. 8 The utility of V2PQL algorithm is benchmarked with RoundRobin, iAS, MMAS, AS algorithms

ing phase without prior knowledge of the infrastructure cloud. An optimal policy can
be achievable with enough many data training presenting various practice situations.
Investigating optimal policies depends on the control the parameters of the V2PQL
algorithm. The exploration/exploitation strategies have been studied by changing the
ε. In extraction phase, the optimal VMmigration policy is simply applied by choosing
the action from Q-Table at the specify system state. The V2PQL efficiency is evalu-
ated in terms of rewards, temporal evolution of Q-values in the training phase. The
V2PQL effectiveness is evaluated in term of the running time, the load balancing, the
resource utilization, and the utility function which have been benchmarked with the
Round-Robin, iAS, MMAS, AS algorithms. The simulation results show that the VM
migration of the V2PQL algorithm has a promising running time and higher utility
values of the benchmarked algorithms. In the future, many other RL algorithms will
be developed to compare the evaluation with the proposed algorithm.
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